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WA 802. 1Q WA EHE B A 1A 802. 1p 564, W NEIFR, 4 /ML 802. 1Q FZkE & T 2 ML
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FrREEFEHNE S

802.10
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.4 QoSIER I EFR M
MM AR E QoS B —~QoS B E " , EIRIHEN QoS M ARSG4Ed FHii, Wi~ EFR:

0

SRAES i P S TS BN R AN T R s

TR R

QoS 3 ¥ 8 /AR R S8 QoS Thig. BRIME 3 QoS.

LGl ArS HITBC B R 40 T ) 1 505 . A3 WRR ORI SP PR, BRIATT R SP At
ML RIEE Y WRR I, e 5l AR B AR 7S ASIHIBCE, 10~ ETR:

SR QOSEHBE <

Haligd Y
Ty QOSIE/QOSHRE
= PHARR QDS' ‘

o QoS |® Enable O pisable

R

9.5 umOLER
B SR “HERL IR E —~ QoS BB — U SRR L BRI HENI DR SE Y S, R B TR
15



iES-S2026 A-G-G16 16 Ui B 4

RO SR <

[QOSHHE /i O

R [
Ealre \
2 B
i o [0
| L] ge1 0
[ ] ge2 o
[ ] ge3 0

LR Fr T 2% TS BRI T R P -
B fERE

Sy 11 L FE313R h /) i 7 S o RS 2 o 1
Lok FIF e B L AR 2, a Dy 0-7.

s SERAIR | B D RILES .

9.6 CosHREGTHR M
M SR IR E QoS W HE —cos BLFT” , BIAIHEN cos WEF4ES S, Wi R EFR:

SRR COSRH <
Huligl i
ey QOSEE /COSHLSH

- praE COSEEIE oV COSHi2E43 1AMl [1v]
COSEsEAR2AMASIE [2v] COSHi 4R AIATIE [3 V]
COSHL5ERABASIE [av| COSHZARSHIASIE v
vy S e [6¥] COSHSEETRMSHE vl
—QosaE L

= QOSHRZE
= BORESR

I 43 ST % IS EUR AR R A N R PR
B fERE
802 1P X iy | FHTHCE 802.1P 0264k X HIB\FIME, YuFEJy 0-7.
PAFIME

9.7 DscpRR&TFHE
SRR “ BRI H] —QoS—Dscp Wi, BIATEEN Dscp MRS 4EY S, W T EFR:

DSCPRRSH

L

“
i Ed J

i Oo O1 O2 O3 O4 Os Oes O7
Os Os O Ou Oz 013 D14 O15
O Cla7 [Clas [CJie D20 2z OD22 O23
O24 Oos a6 27 2 2o O30 a1
Oz 0033 03¢ O35 O3 O3z Os O30
Oa D41 a2 043 Oaa Oas Cas a7
Oas a9 Oso Os1 Osz Os3 Ose Oss
Ose sz [sse Ose Oeo Oer ez Hea

WA T & T S AR R R R TR
B R
£ HR DSCP Wit 5| cos 2% H &
DSCP 18 3 B AT IR DSCP {H
WL COS 15 1% DSCP { JIr it 1) COS fH.»
LS 2 {27~ DSCP % cos 1) AT WG

| mascosis

DSCPi :

9.8 QoSimOfEEENFE
S PR “ IR B —~QoS— QoS i IR, BIWHEA QoS i IE AT M4 FLifil, K R

16



iES-S2026A-G-G16 M ERAE 15687 15

Sz O
HuigE 1
wmans QOSHK & /L=
QoS | R
Trust dscp
[Clget [Jge2 [lge3 [lged [Jges [lges [lge7 [lge8 [Jged [lgeto [gei1 [lge12
HOEE [lge13 [Jge14 [lge1s [lgets [all
£ %

&0 Dscp to CoS Trust (2]

A4 G S IS EUN AR S R s
B fERE
QoS iM% WP QoS Helg, B 7 W BRI R o
Trust dscp {ife/ K fEET DSCP AR S i =,
ity 11 3 [ FHTAE e/ B x0T B gy 135 T DSCP I 56 2% = 1) g 1145
10 STP

10. 1 HEpHE T

STP (Spanning Tree Protocol) & E M BN IS ST S o 1Z WS AT 8 78 P 25 vp 28 ST AR S # 4
TH BRI 25 TR BRI BT DU — 8 7V SE R AR TR, (AR — 8 i LSRR AR TUR o AR W P
EEFTET HMNA R, ERE DRI RE R FA BT, (TR AN RO 2 — B

STP [P A Jid B , 38 i 75 A2 # AL (1A 38— PR ok () B AR ST, AT B S 527G (Bridge Protocol
Data Unit, &K BPDU) , RAfiwe ML ihfhaii. BPDU A5 W Fl, BCE BPDU (Configuration BPDU) Fl
TCN BPDU. i /2 TiH BRI L 18], 538 T2 FH T-1E 2 W E8 P 4 R AR AR A 7= 28 SR 4 %5 CAM
IR E S AT CERERIA T 300s 4i%E°H 158) o

Spanning Tree Protocol (STP)f£ TEEE802. 1D SCAYH E S o 1 M J57 B2 122 HE R 11 235 A SR A s X 2%
s, THERMILE IR, T R TR AR T ) A )

10.2 spanning treel® &
mh SR “SEABCE —~STP/RSTP—spanning tree W&~ , BUAJHE NAE R 4Edr S, a0 F B FR:

SR «  spanning treelE x
HaligE i

[STP/RSTPX fifHfii & /spanning tree R &

OEnable © Disable |

rotoc
STPRE: | O Enable ® Disable |

\ \
IE e A S TS B R0 N R TR

2R fRE

STP J3% FlF-fdi e/ BE STP. ERIA<H] STP.

Rt HF BB RGN H, RGN I N 32768.

BRI HE VB A O I BV B RIER o BRIACH 15s.

Hello Ff ZE W B A BT B S Hello BFZE. ZRIAA 2s.

R A 1A B A BN IC B B KAEAE . BRIACH 20s.

PN T AR O TG B S B KR BRIACH 20 Bk

10.3 spanning treeix[
Rili SR “ AN E —~STP/RSTP—spanning tree w17 , RIFTEEAN STP 3 4845 FLii,  an T K Fr

17



iES-S2026 A-G-G16 16 Ui B 4

spanning tree3gll x
[STP /RSTP4 phitif B /spanning treedsl
I [ ] |
BRI ¢ [200000 J(1-200000000) iseh 128 0-240)
BERHR : O Enable ® pisable i1
R portfast :
fl 7%
WO SRETHA kiR Baib? 2o ki portfast
get 20000 128 disable shared RSTP disable
disable shared RSTP disable
ge3 20000 128 disable shared RSTP disable
-EEzeEs

L ES F7 T A TS BRI T R P -

E2%i R

i 1 313K F T e P 7 BB S o AR 3 5

AR TT P B I idk v 1 ) BT

s HT B i LRI Ss 2. Val Dy 0-240.

SRR P B ik s 1) B B30 5 R RE R RE -

B RAY F T B ik v 1 R A . B35 Point To Point A1 Shared P HE %R
PR F 0B Pivid s 1 A P SUAS o £0.4% RSTP Fl STP B ilUA

10.4 spanning treefS &
A SRS LRI E —STP/RSTP—E st (5 5.7, BDWTHE N STP (4 (S B4t A m, T T

spanning treef& x
4

STP/RSTPAFif#ife. & /spanning treefs&

TEHEE
[t [ iz Eiin [#1D [##H1D B [ tRFE
up Disabled 32768 }EDHOdceladDZcZ{zl )BUUDdLELQdDZ(BAI ‘O 0

=] HOARE I WO [ BRETE fre E=]

B LT S M R B T

2R R

RN BN M HTHFE up/down RES
HBCIRES ST A R R R BEARAS o
Wik g ST X ot

# ID WRMF 1D

HEHr ID EIRARME ID. ARMF ID HARMFOL e AR MAC HubiEZH A, DA7S kil EoR .
A 3 S AR B 1 AR 3 15 o

ESAR:E! S 7 B WA IR 2 AR T4

ity 1 WA 15

Uity 1 F £ S I ity 1P A £

i TR AS S X N7 S PR IR 7
AR T4 S 76T N ity PR B AR T
o2k S 70T N i 1 ER B G SR 4% o
HA R R T 2R A

11 LLDP

11.1 LLDPf& 4y

18



iES-S2026A-G-G16 Mk #4315

LLDP (Link Layer Discovery Protocol, HEEZAIIEMIL , Mt T —MirERISERS 2 K BT 3,
ALK AR & ) 2 Re . BRI, WA bR R O PRREE B AN 1) TLY
(Type/Length/Value, ZRHI/KJE/(E) , FHH3E4E LLDPDU (Link Layer Discovery Protocol Data Unit,
BERE R R I VS B o0) R A4 5 H CEERARE, 653X L85 B 5 R H DA #E MIB (Management
Information Base, BHEEE) KITEAIRAAENR, LIILR 2% 8 3 5 G0 A i) B 0 i i e (3 IR O

LLDP g AKX WY X 28 15 4%, A s il % H 28 A TG4 SR U e N mE ST — P 773, A HLmT L
[Fa) o0 5% vh H AT A B B HIAEAE, FFORAE A BT B a8 R IAE B o 9 Yo% TiC BN V0% R0 S5 VR A 5
S AT DL Z I BOHAT A

11.2 LLDPIEE
S SRS LR E —~LLDP—LLDP BEE 7 , BIn[iE N LLDP [ LLDP ZE3 i, Wk BT as:

Snicie « | LLDPBEx
Hilins im
ey LLDPEE /LLDPRE
Eges L2 Protocol & ® o
= MMSEESH roLacos k, Enable k-, Disable
= BAEE LLDPiR O Enable ® Disable
+HO8E LLDP Timer 30 (5-300)
+VLANEE Tx Hold 4 (1-10)
fooskn Reint Delay 2 (1-10)
+ STPRSTPER WEE = - e
—LLDPEE il - )
Coooear ]
ﬂ§ i 2
= LLDPI: O

= LLDPES
= LLDPEEST

BEGEY F I R % TS BRI T R R -

2R R
LLDP Jf3¢ T /568 LLDP.
LLDP Timer it & LLDP MR SC R IER A (A FE, BRIE N 30. BUETEE 5-300s.

11.3 LLDPu®[O
i SRR A E — LLDP—LLDP ¥ 11”7, BEIA[#E N LLDP [ LLDP % F 4897 5L, 40 F B Fis:

SRR « | LLDPSH x
pei

LLDPRE /LLDPE O]

HOEE [ 1

WO [+

i

[m] w0 RO
] gel all
O ge2 all
] ge3 all
O all

B O S SR

&R R
it 1191 FTF15 80 LLDP 3 CURAS sk 12, 755 115138 dhid rp /2 e HERp A,
oty CIRAS LLDP 3 FTIRZS, 435 ALL. RX. TX #il Disable JYF IR ZS

11.4 LLDPIEE
s SRR “ AN E —~ LLDP—LLDP {587, EInf @t N LLDP [ LLDP 15 2 4E9~ 5L, a0~ EFis:

LLDP{ZE >

il
LLDPEE/LLDPEE

HIRE ‘ FHID ‘ ERIEE | RO ‘ FiE ‘ FinEd ‘ Feipgea ‘ BT ‘

A AT 5 30 5 BRI R R
| &% | R

19


http://lldp.anheng.com.cn/news/23/435.html

. iES-S2026 A-G-G16 16 Ui B 4

A b iy 1 SR A H s 3 115

R4 1D SN IE i A T R 48 1D
2L Sy ity 11 3.7 326 i 150 B P 32 i B 1]
Uity 1 1 3 7 376 By A PR g 11 R
RG% BRI R R G4

RGHR 7RI i WA IR R G iR
ARG 7R I8 Uity B A TR R G A
RGHFA 7R I8 Uity A TR R G R A

11.5 LLDP%tit
i SR ARG E —~LLDP—LLDP Zit” , BIw]#E N LLDP A LLDP Seit- 44 A, Wi~ B

LLDP# x
e

LLDPRTE /LLDPHeit

-uusaESE Port List Frames out Ages out Frames discarded Frames received in eror Frames received in Frames TLVs discarded Frames TLVs
=R gel 0 [} o o o ] [
+AnaE ge2 0 [ o [ [ 0 0
G ge3 o [ o o ) o o
i S ge4 o [ o o ) 0 o
g - ges o o [ [ 0 o o
- Lopew ge6 [ [ [ [ [) 0 [
-Lops ge7 o [ o o o 0 o
-LopEe ge8 0 [ [ o [} 0 o
= LLDPiE ges o [ [ [ [) 0 0
N A 57 5 —
SRS F 1 v % TS AR A0 R R TR -
ey R
3 3
Frames out LLDP #4593 Frames out £
\/ 3w
Ages out LLDP ##E£ Ages out %{

Frames discarded LLDP #(#% . Frames discarded %§
Frames received LLDP ##5  Frames received in error %{

in error
Frames received in | LLDP %{#% €l Frames received in %{
Frames LLDP #(#% 3 Frames TLVs discarded %{
TLVs discarded
Frames LLDP ##f . Frames TLVs unrecognized %
TLVs unrecognized

12 mIEEFPImhLE
A SR MR E TR I E 7, FA M telnet ThREE, W N EFTR:

St TR PR <
Bt W -
erEaE PR /i E i
»»»»» L ‘m"et Oknable © pisable
e i
+%oaE
+ VLANZE

+00sEE
+ STPRSTPERAER
—LDPEE

= LLDPRE

= LDP%D

13 mEH®E
A SR CERECE R ) W E T, EHEN ) R E LS R, R ERTR:

20



iES-S2026 A-G-G16 16 Ui B 4

SR ) REBTRE
iR i
- \Ptgx:‘.l;ﬂ W ‘ ‘

M<K E>1Z4, RIATEATIR R ) W E AT
14 EEXHER
Rt A R E - EE SR R, BRI AT HE N B OO AR LS, R BIYTOR::

€ EEXAEE~

W
i /R AR

[ | \
[ pbtn oox.cfo |
& |

|
[ oo g

]
| {pn cocxml

|
[ i o0clog |

[ pitn ocxlog |

\

fic B & BN 75 2 TFTP Server M SCHF, Bl B 4410 B &K B TE £lash F L & SCHF H AL 3] TRTP Server
. BB R E B TFTP Server HAIECLE S 43 flash H,

BEAE F I 2% TS BRI R R PR -

B fERE

TETP fli55%% IP | TFTP Server [ IP Huhik, X B 75292, TFTP Server FIfFTHZ )22 H L BE 1% 1 & i@
o

4 SAF R FR

W BHEEXR, &ELHTEERS.
WEEREE, REEBZHENAREREHTEER.

15 61850 BLE X HER

M MR “HAEAC B 61850 ML E SCHHEEE” , RIRTEAT 61850 AHOCHE:AE . GUFE& MK 61850 Cid
A EAE TR #EifgET CSD S

21



iES-S2026 A-G-G16 16 Ui B 4

SRt € EBEVHEEx 61850 EAEER

e
PR B/ 6185088 HER

TFTP Server IP [ |
R | lptan: o0x.ia
TFTP Server [P [ |
TR [ lpttn:xxc.cid
TFTP Server IP [ |
R | Jptan: oocicd
‘ TFTP Server IP [ |
R | eocicd
w

16 CSDiRE

M SR BRI E —~CSD B, BIRTHET CSD B ZRIC B AH SCHRAE, BFE I3 SOCH iR FI R CSD
. (fFHT CSD U, 2 EH % SV&GOOSE #HA7 R, SV ERiAJE 15Mbps, GOOSE R\ & 2Mbps)

St <« CSD®Ex  CSDEEVMEREx

Hahini L
3 PRl B/ CSDRLEX I ETR

‘ Sta‘:h D ‘S?E"Eh'e —oise
- :
[ WiSCSORE I
It WEB VLT A & TS E0 I R AN R R T
B fERE
State ¥R 8 < 1 CSD i@t Thie
Switch ID TR CSD SR N R L A2 k. BRIA Switch ID 24 S1.
Mk CSD HHI B A 15 2% BT A 1) CSD SCA

17 CSD BL& X HEIE

TR LA B —~CSD BCESCHHE LY, BITWTHEAT CSD LI B A R A, B4 LR R CSD
A

St « | CSDEETHEE x
e

Pkt E/ CSDR B MR

;z;erverw I I@:mﬁd
TFTP Server [P I |
SR [ neoocesd
TFTP Server IP [ |
£ R | oo csd i
L rr—
It WEB T H A TS E R i R R Pl
ZR fERE

F# CSD X M <EESCHSEREIES T CSD S, sii< R E>1H BT kB CSD XA,
A% CSD SR E | midi< bR RIn] A& CSD S B .
A

22



iES-S2026 A-G-G16 16 Ui B 4

A% CSD A | # N CMENTH  “Switch ID+.csd” , #140 Sl.csde A< FAE>#24HE1 7] F4& CSD A&
B M B A

18 IREER
M R E R ER 7, TR E SR EERE. SHEA LA DR E .

Sinbe € pER
HURE Ly
e AR B/ RS
i TR LR = |

MR RN E R, BIRNR AR . SHUEA B AT DUPR R .

St REEEx Bl

Huhind w
oy bt /0
‘ ‘
mmea

20 EESLEIE MAC Hbik
P RS YIRS — AR MAC HhhEFe” , BIATHE LR MAC Hohk4E4 S, R BT R

= |
BT vian T Jaum
I AEY G 1 & T2 E R S R TR
AR iR
VLAN T @ #4143k MAC Hilik i) VLAN,
MAC Hiiht: F TN A 41 4% MAC Huhik 40 4% MAC k.
B v 11 FT g A 7 MAC Mk i 1 .
Syt MAC HitiEFI2RAY, 7 A FIERS L.
FRAS A kR TR ARSI

21 GMRP MREERE

21.1 GMRPE X
GMRP 23T GARP FIASRIEM P, & SCRF 28 5025 (B0 AT — R AL IR AL A A3 MV o £ 78 i HEL Y

23



iES-S2026A-G-G16 Mk /E i B+

FIN A, BT GOOSE. RAEEESER 4l —)Z IR, RAHARE MAC HuhbmsA 1P ik, A
Befdi F IGMP 2511 TP 43k, BTl R M F GMRP 4 B8 — E4IE4, % GOOSE 24 SCHE T8 &%
PIHFE T WAL J . v CATE, GMRP &A% H ki [0 266 58 4 L E Y fie B I H ) 2L

P BRI GEE BA—ANEEERE, 5 IGMP Yhil—FE, WS H DR P RS — A
HREA, TRERATH RN A E TIRZ A HN . W R IXEeXZ WL Sl — E A E s, ALA A4
g HoAth 2] RO EER LR, A ENLEE Sz A B 1A BT A I T . RN A B LA R WA i AN
TN TiZAH A, ME— s MEE S R E AL, HAA XA R IX Pl iR AR B R R IE T
RIRFME. THIFA G BN, i DL X Fh 5 27 B 51 1010 B SR e A % 10 7 R ALy, Rk, st
TERA A EHFE I CR SE A .
21.2 GMRPZEIFE@

Al SR A% E—~ GMRP IhEERCE” , HIAH#E N GMRP 4k Lm0, a0 KA R:

SRR IRPIIRERE <
ERkiRd i
amen w

- = Protocol ‘ LE‘E - le

iMRDgf-E#f\ | o=
i mﬂujf-ﬂgez [lge3 [Jges [lges [Jges [Ige7 [lge8 [lgeo [lge1o [lge11 [ge12
[ge13 [lge14 [ge1s [lgels
s
B UL [Leave All Timer(ms) [10000 ]
PR e = ‘EGD " i e i L Al Tir def llij:m Timelr(mls)‘ 200, L 600, L All IQUVHUZDO
HEsm 7 3 =Join Timer <= Leave Timer <Leave eau imer value Join , Leave , Leave
0 [ Join Timer [ Leave Timer [ 1l Tim, | #Oem
e e A % IS BRI S R TR -

Ei R

GMRP £ J5Ff % | GMRP I BE/ R AEIRTS

Iy 11 J FH 6 BN B3 1A g/ 2 it GMRP L& .

Leave All Timer | GMRP [f] Leave All 11 %%, BRIAME N 10000ms.

Leave Timer GMRP [1] Leave 1] #%. ERIAME N 600ms.

Join Timer GMRP ] Join T} #8. ERIAEH 200ms.

GMRP %13 B~ T A CAERE GMRP B AL EE S, ©¥Enm 5. Leave All Timer FI{E

Leave Timer [FJ{E 1 Join Timer [FJ1E .

22 IGMP snooping & &

22.1 IGMPJEIE

IGMP Snooping (Internet Group Management Protocol Snooping, IGMP fiilfr) J2izfT74E —JE LK
L BRI IR LR, T A ) AR 4

7247 IGMP Snooping ) —JZ ¥ & 1E I X W 21 TGMP R SCHEAT 3, ity AT MAC 2H 35 M bk 7 37k
WRZR, FEARIEIXFE R ¢ R KA ER (L. 4 = 2R A IZAT IGMP Snooping i, 4 #EEHE (L 1E
TR MR RRIEAT T IGMP Snooping J5, CANARARAREIROASE T EZHTRE, MAES
R RR LS TR B, HR AR AR O RS R H.
J& F IGMP DR R H % than F B B s :

24



iES-S2026 A-G-G16 16 Ui B 4

Mot pacis; Tanaresson

b HablF Srioging s

hewl 5

& Mulcan Sackes

K& 4-2 TGMP % kb &
222 IGMPIXE

A SR “ARR B E —~ IGMP snooping—IGMP & ” , BIRIEEA TGMP BCEAES i, T B .

IGMPEE
Zalips i
ERE [IGMP Snooping® E/IGMPRE
L2 protocol [© Enable ® pisabl
IGMPiEHE \ Enable ® Disabl
[
VLAN#E
ViAN i [ (1-4094)
= EEARRE bl | ML
= VLANE#E5 N
P o [ vID [ Querier [ ast L

BRGES F I 5 TS BRI R R oR

2R R
IGMP J3% F T e/ 2K BE IGMP.
VLAN ID B IGMP Snooping H' (] VLAN [1J ID.

223 IGMPEHRHIHO

A SRS “ R % E — IGMP snooping— IGMP B Hum 0 ” , BUwlHEN IGMP #% rhum DI 4Ed Fim,
TETR:

S
FHalig®
MRERE

IGMPR AL %
UL

IGMP Snooping it & /IGMPH i

[lger [ge2 [Jge3 [lge4 [lges [Jges [lge7 [lges [lgeo [geio [Ige11 [ge12
[lge13 [Jge14 [lge1s [lgeis
g%

sl
=

=
A4 G TR S TS EUN AR S R s

2R R

% /1 S 1 FH 48 i H g 1 7 3 115 o

VLAN FH T35 % i %5 F1 () VLAN 1D

4% H ity 11 51 2% R BT SN0 B ARG ELE R

22.4 |IGMP%:it

€ 1GMPZH x
Uy

M AR “HIR % B —~IGMP snooping—~IGMP it ” , EIWTHEAN IGMP Giih4edr 5, ik B Fx

Bl GMP Snoopingi&® /IGMPSiit
[ VLAN I

Vi report [ V2 report I

V3 report [ V2 leave [

aquery I general guery ]

S ST 55 MR I R

25



iES-S2026A-G-G16 M ERAE 15687 15

VLAN £ f# §& IGMP Snooping ] VLAN ID
vl report UL IGMP Snooping v1 JIAFRSCEL
v2 report UL IGMP Snooping v2 IR SCEL
v3 report ) IGMP Snooping v3 IR SCEL
v2 leave U I¥) IGMP Snooping v2 254 SC4L
query 2 IGMP Snooping £ I S
general query P2 A IGMP Snooping — B & 1) i S HL
22.5 |GMP2H
R SRS “419% 1% B —~IGMP snooping—~IGMP 41”7 , HIA[HEXN IGMP 4 4E5 FL1i, R EFR:

Sl GMP Snoopingi®E /IGMPH

[ VLAN I Interface [

Group Address ]

SEGEY F I % TS BRI T R TR -

2R R

IGMP Snooping 4 | &/~ RGE T FTH IGMP Snooping ZHHE4 .
RIS

VLAN IGMPSnooping 41/ JJT#£ VLAN [f] VLAN ID.
Interface IGMP Snooping 2H FI#20#: 1 o

Group Address IGMP Snooping 4] IP Hiulil:.

23 EBARERIE
M S CHB R E AR ERE” , e ANAFR SR ST Sm, TR

BEMACHIL [
w0 |

= MAC ‘

BRGES F I 2 TS BRI R R PoR

B fERE

HHE MAC Hhuht: TR H PR MAC ik, #% 08 16 #]: HHHH.HHHH.HHHH.

58] {EL ZH B PR () PR OEAE . JE B A 64~1000000Kpbs HoA 64 FIf5 4.

i 11 F BT 4% MAC ik PR () 11 o

R RSV IES AT BRI G BRI A k21 R (5 5, B4 MAC Hidk. BIE. W05,
Biles s <M B> $2¢ 6 T 45 bk 2L 49 B S T 5%

24 VLAN 2B3Bi%In

s AR “ R BCE —~ VLAN A 3RiET07, BIFT#EAN VLAN AR 4y 5, JHR S iER AR IIfE
B R

26



. iES-S2026 A-G-G16 16 Ui B 4

St € VLANSHERIR x
Halih u
amoE w
B VLAN D [ vian [ ]
= GMRPZISEEE g

+ IGMP Snooping X
- EEFELE VLAN ID ‘ ‘ [:]

I

.

25 Dos KR
M SRR et E —Dos Wkl E ” . BIAT#EN Dos Mk B 4Ed S, a0 N B FTs

DoSHehRE x
i B/ DoSLARLE

L

O e
O ipse it T amemyt
[ Tep SYNfR3rEi 0 F 1024

[ UDPEST A% T EAAT
[ Tepigw BuFINAUR G
[ TcPipsz SYNAOFINGT:

1 Tepipsnsiad FFE40
 VLAN MAGIEAES 71881 Ll Tepipy gRns T EREAD
] 1 1empipipsy
HERRE 11y (Ll 1ome PNGIRNgRE KT b [512
EER L £

26 HEEIE
26.1 &Y

FESEEL T YR YR I EE AT L B G M up A% down IR L IR (EHRIESE |
262 HEKRE

A SR LR E ST, RIn g NSS4 A, W B TR:

« AuE .

PRE SEER

@ single O Double

3 ® Enable O Disable
WOSE : O Enable @ pisable
o 2]
Clge1 [lge2 [Jge3 [Jges [lges [lges [ge7 [lges [Jgeo [lgeto [lge11 [lge12
ge13 [lge14 [lge1s [lgets

O Enable ® pisable

:10 : By [0 <
20 T sl [[es Jc
i &
= =
= P,
15 58 o 1 5 P RE/ R REFR 78 i 1 75 85 o 4 ik 1M up IRZSZR AR down RS I 2 & 75 %
I B 75 T Re/ R REIR 15 % .

MHTR BRI S HTRE .
BRI ﬂﬂ?ﬁﬁ*ﬂﬁﬂ:?\éﬁﬂ‘]
W R REEEZ,
% i ﬂﬂ?&ﬁ*ﬂﬂﬂ‘%?}iﬁ@%% TR . TR S ES, & A R T i
W R REEEZ,

YR RRRFNTAEERELR.

of
Hub%

W TP E a2 i B AR T B e

27 imOmEmR

i AL AU i R, BIETHE N DR R R 4 SR, a0 R TR

27



iES-S2026 A-G-G16 16 Ui B 4

T ] (5%, 0-100)

WO FeEEHE (%)
O fi 80
O fe2 80
m] i 80

EYES F7 T A TS BRI T R P -

E2%i fERE

i 1197 B R TR BRI AL BB BR

i 11 306 4% P 1 v

Ui B B fE e Sy IR B A B AE, ] 0-100%, B HY S0 (B 3 11 H 3 75

28 MZEHNH
s SR B E - XEH 7, BIRTEE N O R RS 4E S, S ERTR:

€ A
L
.
m WO [ ]
BT Dzp (kbits, 64{341)
FIMREIRT Oz (kbits, 64{341)
FRIBRT Dlzp (kbits, 64{34#)

& ][ 5]

O TR
gel 9984 Disable 9084

o|ojojg

ge2 9984 Disable

R ge3 9084 Disable 9084

LR F7 T A TS BRI T R P -

AR fERE
Sy 11 [ R R EAB L
Ik BCE Pk R RO LR 2. VSR 0-100000Kbps. 5 /4) 8 AN R ] . HL H

BRINA 1024Kbps; 6 1 ERIAH 9984Kbps.

EZ LA E/a) B BT b 1) 2 i b B0 PR 2. YRR D9 0-100000Kbps.  #5/2) E AR 1. ERIA
N Disable.
PSRk ) LB P it A0 B AL PR 1 2. YO A 0-100000Kbps . #4572 3 AR #1] . H 1]

BRIN N 1024Kbps: O FTERIL N 9984Kbps.
29 ImARERBTHESH

M RHE LR E I D 7RSSR ESH, MWk 0 2RSSR ES B E R, T
B

St € WORSRERESH <

HOEE [ 1

WOZLHR | [vone Ml

o i RO

fel NONE

fez NONE

fe3 NONE

ojojo|o

HRHCRE m

BRGES F I 5 TS BRI R R o

2K fi# %
iy e ¢ 5 BEEAT v 122 AR 1 B o 1 3 115 o
Uiy 11 22 4 Sl Uity I 22 4= 5m% 45 NONE Al STATIC_ MAC.

28



iES-S2026 A-G-G16 16 Ui B 4

30 #[0 MAC Huht48E
SRR 4 B — 1) MAC MUBESRE” L EURTHEA MAC HULhE 40 500, 0 F e

Sfnige € FETIMACHYIEESTRRS]
i 1
a m
ReRE 1 o [ v
& MACHHHRSISHIE Il ] (0-22767)
I #n [ MACHIHREAE [ "z
:
I AEY G 1 & T E R S R TR
AR iR
Uiy 1 BT MAC HuhEZE5E 1 5 .
MAC Hii: BT MAC HuhE455E 1) MAC ik, #%3:0y HHHH.HHHH.HHHH.
VLAN BT MAC HibE 48 %E 1) VLAN. JulEH 1-4094.

31 #H0 MAC Hitik = SR
MR BB = i T —MAC Huhib22 ST PR &1, BIlE N MAC Mok 2= SRR & 4E40 5L m, R

K7 :
St < VLAN MACHAIT SRS <

Hadig B Ly

=T
epE i [vwo [ —TT)

i MACHAIRBIR AT [ Jomm, ommmm
vvvvv [ MACH: BB L)
SRS F 1 v % TS AR A0 R R TR -

ey R

i |1 i S AT MAC ik~ >3 H 5 BR ) i 3 113 115

bk S PR B | 752 MAC bk ) BRI EH o JEFEDN 1-1024,

PN

32 VLAN MAC #btit= S PRI

R SRR “ 72 W E —~ VLAN MAC bk 3 R, BIaT3E N VLAN MAC Mk 2% 3] R #1430 51,
s R

Stz < VLAN MACHIE SRS <
W

ol 2% E /VLAN MACHIHHESIRHI

1 vanm ‘ [ Ja-aoee)

| MACHHRHIRAIE \ [ 32767, oxmvmRED
\
| vian D [ MACHHIHRBIECATE 3

SE RS A & IS BRI S R TR -

AR fERE
VLAN ID i E R MAC #E 1 vian.
MAC Huhit B e KB | 75 ERHI B H « JEH Dy 1-32768.

29



iES-S2026 A-G-G16 16 Ui B 4
33 JEZEiFEEH]
s SRR e E - ARE v s, BIRTEENAEVE DT iR RI4ES SO, R BT R

« dekipialEl <

Ul
1 Rl

A%t

| |” - I
| -
Ffi“  — -
L4 S S TS B AR R N R TR
&R R
1P T ELHEAT V5 IR ) TP Mk
state S} 2 TP MUk R e 42 PR AS, ALdE DL R W A e 42 IR A

(1) allow: Y Z 1P ik 135415 R A He bl
(2) refuse: ZE1RA#FHiZ IP Hubik f935% 25307 M) A8 e HL o

3 MAC AT U5 ) ) MAC Hbdik,
state X MAC Huhik 07 Rl PR A, BL4E DL R A7 Rl 4 RS

(1) allow: FYE H 1% MAC Hihik (3% & 17 i) 52 # L
(2) refuse: 2% B3 FH MAC Hubik (R348 17 [ 28 #e ML

34 fEHSIROEE
R SR H RO E AR SO E” , RIRTEEN SV ARSI S R OC R B 4k A, W R

EIPfrR -
St RS IRTRE
HRE i
m FRHRSCRE / il SHooRE
1, [mxcoose/svEsast | Oenable ®pisable |

& 2

2R R
Fe gl 2% 4R S0 B | BB Bkt s S v B IhRE, ENABLE: H#%% GOOSE. SV 3R 0. DISABLE: IF# %
B R

35 KHREFZBINEESH
A SRS MR SO E SV IERRME T, BT HEN SV IER4EYT S, W N E TR

SRR € IR N <
Huligd 1l

UL e ST % TS BRI N R TR
2R R
SV IEI I 5 SV ZER i §E/ 2R BETF K
ingress time X ¥t TN [ M2 B[] o Y5 #L-10000 1 10000ns

30



iES-S2026 A-G-G16 16 Ui B 4

| egress time | X3 1 H 7 [ M2 A . 95 FEl-10000 2] 10000ns

36 SV IRICPRIR
P SRS “H RS E — SV RS PRE T , EDATHEN SV BREE4EDT AL, AR B TR

SVARSZBRE *

7l ELpRIR TR E / SVAR IR R
L [mact

Jc#4:010C.CD04.300x0) | im(ogan: 8~1000000) [[1s380 J(kbps)

I
=]

[ [ [ = ) [ b3
I HES S S ISR AR A0 T R s
B i flRE
appid T BT BRI SV R appid.
5] {EL SV PRIE IR EE . VLA 64~1000000Kpbs H. N 64 K155 .
S 1 AT SV R 5 [

37 GOOSE B3 FRIE

A SRR IR SCE —~GOOSE #hCPRE# ” , Binf ik N GOOSE PRIE4EY FLif, R E AR

ik « GOOSEJRARE >
Halig®
REIAE I L RHE SR E / GOOSEIR RE
RewR 1y | Mackeit i J#2£:010C.CD01 x000x) T — —
#0 1 Vv
PR R A |[ger ] _
= FRUSRTEE n
ZrmrRREESE e I — ‘ : | ~
GOOSERTEE T

EES F T 2% TS BRI T R P -

B R

appid T BT IRIE R GOOSE )3 appid.

58] {EL GOOSE [Ri# R %M. YuFA 64~1000000Kpbs H. Ny 64 155,
i 11 T GOOSE PR i3t 1.

38 HIRXMAERKE
A SRR BRSO E — IR R E 7, BV RTEE N R SO e R Y S, R IR

N
SR ¢ EHROE
HRE LY
e i
RowE L |eoEse R %
lcoese | |Disable &

IE 43 ST % IS EUR AR A N R PR
B fERE
TR ST S 204 S I 5% FL R SO S R A SR AT B/ R RE T K
GOOSE AT B E GOOSE 3T . BN 4.
GSE M THBCE GSE g, BRikA 1.
SV MTEE SV okt BRikh 4.

31



iES-S2026A-G-G16 M ERAE 15687 15
39 NTPi%E
A SRS R FE—NTP BB, BIAIEEN NTP 4E40 A, R IRFTR:

E
Berwn m

s W
xewR m

PICRE W [resm \ 2 7] |
i m

1 WEB DU o % TS B R4 S R T -
Eyi R
ntp J&i H e & T 5 5% ] NTP Zhfg.

40 SNTP K Z %At E)

40.1 SNTPfE /Y

HAr, PR _Eg K 7 i i SR S B 2 i 8] [R) 22, BRI NTP (Network Time Protocol—— 4%k
AR o A —FrEhi e NTP Wi I fifki, BP SNTP (Simple Network Time Protocol, faj B £& I [A]
o .

NTP WipSCn] ARS R - F - 5 FIHRAE R 48, FAEERS BRI, DT LF- AN B2 W0 2% 1 B 3R A BL Bl R 52
A LARRfE 1-50 ms #5FE. NTP RS2 BEGENLH], 2l m. H2& NTP HikE R, W RFLRE .

SNTP Cfiij B £ I [A] HpS0) A& NTP ) fifhieAs, ESCIRRS, B A 1 R s, Mthaedim. m
FETAE — M ReR 2] 1 At FEA 4R 25 MR E.

H1 T+ SNTP fR41 SCAINTP 4R S0 58 42— 2, It AR % SE LAY SNTP Client BESE 42 Hft 4 NTP Server,

SNTP R %5 7 / Ik 55 2% TAE T 3K, MRS% 28 d k2l GPS 5 5 0 A 7 1 Sl R Dy R G 1) Ik ) ik o,
5 POLE I E SV 1] IR 55 28 R AR PR B 18] R 25 SRAS HERA I B TR0 2, IR CR) R G B, 38 31 X 45 1) [8]
[F22 1 B

40.2 SNTPX ZR%ihg]
SRS IR —SNTP K& RGeS (R, BIaT 3k N SNTP 4E97 S, a0k EATs:

Sinitiz SNTPRZGRE <
Halhig® s
R 0 i) 12 / SNTP R 55k

[z %]
[
[
[

m
L [sosm

FoniA
B s

Fren _ Qs [onest V] 7
s A T % TS B R A N SR TR

2R R

sntp J&i F T B A0S 7~ SNTP [ AR

EX i F B & A E s RS0 H BRI E]

i X HFRCE AR R RAME X BRIAH+8:00.

SNTP M4 #s | HFECE M ER SNTP 1) F RS 2% -
SNTP MH%s#s | HFHECE RGN SNTP I MARSS 25 o
R[] bR FHTHC & AR 78 SNTP 15 (A g, JEHE A2 30 3] 99999s, ERiA N 60s.

32




iES-S2026A-G-G16 M ERAE 15687 15
41 SNMPiZE

41.1 SNMPfEj 4}

SNMP (Simple Network Management Protocol, fijSLNZEEHEML) , HTIRIEEHAE BEM L% P AT
E AR, (T S B O EREM Sl REE . BOUS R EAMfE. SEliifEs . it
A7 4% BRI AN A R

SNMP & H il i i FH IR EE & B . SNMP ¢ BEih e S 5%, P LB AT BLLE 1P, IPX, AppleTalk,
OST DA e Fopth A B 0 A fan il B o SNMP & — RAIPMSCHFIIEYE, EAFRHE T —Fh A28 E i &
WS X 4 5 TR R 7 1 o SNMP -ty % 45 170 19X 4% 28 THL T A/ ol 4 45 i AT AR 4RI T —F g ik

HAT, JUPRTE I3 72 KR S2 I 1 % SNMP (RS2 #E o AT ST Y SNMP 2 — > MR 2% |- () 4%
FBCEEE BE B A HEE T WA I X (G B RAEE G EE (MIB) F. XEER
A VAR R . B S AR LS . MIB A AL, FrilskE £ R SNMP A&7 B T
HurIs&E MIB (58, 7fEEHEN 6 L 2EIA RAEHET.

SNMP #8417 —Fh g — . 57 & & B IME.
41.2 SNWP£FigE

A SRS “NEEHENE~SNMP &R E” , BInEE N SNMP 4 /W E A, W ~ETR:

S SNMPRERE »

HaigE ul

e S P/ SNMP 2R RE

RERE L1y | SRt Otnable @oisable B ®

HPRCRE L SR i
EIRAIP: ‘ e

R

A EIRE

Itk WEB T[T 7 2% TS S i B a0 R 3R B

B fE R

SNMP {#ifg Bic B I J5 5G] SNMP Tjfe .

SNMP fRAESE | BLE SNMP CHFFHIRRCA, A4 alls vI. v2c Flv3.
BT v1: ALSCRF SNMP VI RA;;

R v2C: X SCRF SNMP V2C WA s

JEI v3: ANSZRE SNMP V3 A

R all: =/ MRAS A B TT )5

LG P NMS & Ll () TP Huhik .

— SNMP %

41.3 SNMP#R[E]
T SR “ M2 E I E ~SNMP—~HLIE” , Bl HE N SNMP #4547 Ftii, W T E s

— BRGNP RSP TRE ———
pee = g -
Cosreer ]
A3 G S IS EUN AR S R s
2R R
Sk T E SNMP #1142 FK o
FH OID M THCE SNMP LI F# OID, #iln “1.3.6.17
N SES M THCE SNMP #LE L EIZEA! (include F1 exclude) .
SNMP i1 5& T 5/x CECE Y SNMP AL A FK . T REFIRLIEZE A,

33



iES-S2026 A-G-G16 16 Ui B 4

41.4 SNMP[H{#

Sl

MR R “ M2 BB E —~ SNMP— A4 7, RIATHEN SNMP BAR4Ed i, a0 F B R

e :
R
e | | " | | = ]
A3 G S TS EUN AR R R s
2R fERE
Ak 44 FlTHCE SNMP 144 .
PR HTHCE SNMP HAR AR, 5 rw (ATEEATS) Mro (HAA[E) .
NSEZ FTHCE SNMP A K 44 o
Ak 4 513 T Ex B FCE 1) SNMP FIRZFR, BURFIEE 4 .
41.5 SNMPEfZH

Sl

T SHAE M E I E ~SNMP—R A , Pk N SNMP #EH4ES A1, W EIR:

k- B

Hlige
. £]
R PRSP B /A
REiE o [EE= [ em 1amem ‘
; wom l e |50 | [om: 13215

ERRHRSGRE L | B8 [ = = —
wEEE i 1z
PREAEINRE i 2

SNMPEE AR SiEHE EENE [ EUE =R W

= SNMP& SEE

wuE

= FEE

_ BRGES F I A TS BRI R R oR

2R R

R4 HFFCE SNMP [{#EL4 4 .

R F T BT SR 2H 1 R s

HE AL T ECE X R s 5 A

MK F T BT SR 2 15 L

YEER FHTHCE X SR 1) %2 42590, SCFF Auth, Noauth Fl Priv = Fh & 42454 .

SNMP #E2H5£ T E/RCECE R SNMP B AR, Rl 5K, &5ZEme sy,

41. 6 SNMPH

R A M B E ~SNMP—~H 77, RIATEEAN SNMP H P 4847 A, 40 T B s

Tl

. R
w -
5

GBE: 1-31455)
| Gam: 1~32054)
None V| | enzn: [ I | misnEs: [ I
None V| | EEm: | | | waprEE: [ |
R B IER B Lz

BRGES F I A TS BRI R R :

R R
H 4 I THE.E SNMP )44 .
il

T EC B X N SNMP ] R REH 44 7K

34



iES-S2026A-G-G16 M ERAE 15687 15

UNIRIPY FFECE SNMP H P IVGERL, 32 FF MDS Al SHA .
NI &R T HTECE SNMP H 7 FIGEH %6, KERERT 8.
k7S FTECE SNMP H P () #ri%, 7% None, AES H.
NI ER T FTECE SNMP H 7 A UE B 2565

41.7 SNMPEHN
B SRR N E BB E — SNMP—SNMP EHL” , BPATEEN SNMP ENLGES A, a0 F BT s

Stz trapsEL x
Hulhgs
- il NMP&E/trapsiﬁl - .
ROBE Qljj| |[SNMETTEps OEnable @ Disable 12 B
fr E4.: 2 NMP) Vi v 5
SRR |, [ ] HsE/A i ] s 5
BEER [ ] iz 2| pa|
Hisgm i

PESEITRE Ll

trapsEL Fika/ms s # 1

RGeS F I 2% TS BRI R R TR -

B fERE

SNMP Traps e/ 5E SNMP Traps.

Traps E#L FFECE Traps ML IP Hutik,

Bk 44/ H P 4 F T E X B Traps EHLHIAA S BUH P 4.

SNMP Jfi A F T HC B X R Traps EHLE SNMP higAx (SNMP v1, SNMP v2¢ 8 SNMP v3)
WA E F BB e A B .

Traps %1% T 578 CRCE Y Traps EHLIH P 4 /H AT SNMP hiiA

42 HEEHE

42.1 mENEE
ERHEHEH g, StSyl “HEEH-HEFIRE” , BT NHE V4 5 m, T EPis:

Stz < EAENRE <
HBE i
E i el
ZERE 1
FRHRSCRE 1 ‘ ‘
A L, EEE
PEAEIRE 1l \ ENIPRE

B |

BEYEY F I % TS B iR R R P -
24 TR fERE
IP i L BE Y ARG H S ENLI TP k.
RGHETHE | i RGHE TR

42.2 ER%HE
B Hir: “HEEH-RGHE” , RIfdt N RS H 49 A .

35



iES-S2026A-G-G16 M ERAE 15687 15

. e e ], vl v
s AP T % TS B R A N SR TR -
B fERE
ARG HE ARGAHE UKL ETHEREGRE, BREFNT). BB, BRI B H
JUERS . P EREEEAE
v HERKRN: <%>HEH< | >IfE<|>IED Name < | > &8 5< | > NAEMIR.
H &40 H & 20517 5 ERROR. WARNNING £l NOTICE .
ERROR: iR (I HAE B A& 1 7 iR, f7 BRI RIEAT 5 R 4 Hr
WARNNING: & 57 5 18 7 1) 5 o, ATRe 51T 45 s e, fFZE g R,
NOTICE: FF % & IE 818 5 (1 SR 5 B .
IED Name IED Name /& SCD {2 #e4l IED 44K
BESEGLN PR VELR IR 1% H B HAR N 2.

42.3 HEHE
MR “HESHEH--SZHE7 , I NEZHEEY .

e 43 G T S IS EUR AR R A S R PR
B %ﬁ
HEHE LHEICFRER. HESHEMS.
X Eﬁﬁﬁﬁz@@EE&%<Pﬁ@q>mDNmmq>&%ﬂ%<P>Wﬁﬁﬁo

H &40 H & 20514 5 ERROR. WARNNING £l NOTICE .
ERROR: fi# MRW&&%ME%WE,"%%EﬁﬁﬁEE%WD
WARNNING: #6575 I8 7 1) 5 o, TRe 51T 45 s s, fFZ 5.
NOWE:%?W%E%L%%%%%WEED

IED Name IED Name #& SCD {2 #hl IED #4FK

SESEGLN PR R VELR IR 1% H B AR N 2.

36



	1 概述
	2 维护界面登录
	3 产品信息
	4 IP地址设置
	4.1 IP地址简介
	4.2 管理IP地址维护界面

	5 MMS通信参数
	6用户管理
	7 端口
	7.1 端口设置
	7.2 光口千百兆设置
	7.3 端口限速
	7.4 镜像配置
	7.4.1 简介
	7.4.2 端口镜像

	7.5 光模块信息
	7.6 端口统计
	7.7 静态单播MAC地址表
	7.8 TRUNK
	7.8.1 端口汇聚简介
	7.8.2 TRUNK设置


	8 VLAN配置
	8.1 VLAN概述
	8.2 VLAN的成员配置
	8.3 VLAN的端口配置

	9 QoS
	9.1 QoS概述
	9.2 常用优先级介绍
	9.3 队列调度介绍
	9.4 QoS模式设置界面
	9.5 端口优先级
	9.6 Cos映射界面
	9.7 Dscp映射界面
	9.8 QoS端口信任模式界面

	10 STP
	10.1 生成树简介
	10.2 spanning tree设置
	10.3 spanning tree端口
	10.4 spanning tree信息

	11 LLDP
	11.1 LLDP简介
	11.2 LLDP设置
	11.3 LLDP端口 
	11.4 LLDP信息
	11.5 LLDP统计

	12远程客户端配置
	13恢复出厂设置
	14 配置文件管理
	15 61850配置文件管理
	16 CSD设置
	17CSD配置文件管理
	18保存重启
	19 退出 
	20 静态组播MAC地址
	21 GMRP功能配置
	21.1 GMRP定义
	21.2 GMRP维护界面

	22 IGMP snooping设置
	22.1 IGMP原理
	22.2 IGMP设置
	22.3 IGMP路由端口
	22.4 IGMP统计
	22.5 IGMP组

	23 组播流量限速
	24 VLAN组播选项
	25Dos攻击防御
	26 告警管理
	26.1 简介
	26.2 安全设置

	27端口流量越限
	28 风暴抑制
	29 端口安全状态设置参数
	30 端口MAC地址绑定
	31 端口MAC地址学习限制
	32 VLAN MAC地址学习限制
	33 非法访问控制
	34 传输业务报文设置
	35 交换延时累加设置参数
	36 SV报文限速
	37 GOOSE报文限速
	38 电力报文优先级设置
	39NTP设置
	40 SNTP及系统时间
	40.1 SNTP简介
	40.2 SNTP及系统时间

	41 SNMP设置
	41.1 SNMP简介
	41.2 SNMP全局设置
	41.3 SNMP视图
	41.4 SNMP团体
	41.5 SNMP群组
	41.6SNMP用户
	41.7 SNMP主机

	42日志管理
	42.1 日志主机设置
	42.2 系统日志
	42.3 告警日志


